How to secure your home network?
Today, it is much recommended to secure your home network. Why? Because, for example, you can easily be abused by your neighborhood. Imagine you don’t protect your Wireless network. You are aware that you are emitting Internet waves all around your house, don’t you? Indeed, it is not because your Wi-Fi device is between your walls that the waves it throws away stay in your house. Anyone who is close enough can receive them, and so use your connection without paying anything. And at the end you find yourself out of the download restriction applied by your Internet access supplier. Or worse, this anyone could put a virus into your public folder if you haven’t disabled it and/or spy you without to notice it…
Another example. You are going to prepare a LAN party. Don’t you think that with all those geeks sneaking around, it would be intelligent to put some protections on the router that is going to deal with them? And how should you advice them about how to secure their computers before they come? One of them may be not as well intentioned as you!

So, we are going to talk about these two typical examples straightaway because there are the ones that interest us the most in our everyday life, I think.
I will begin by teaching you some tricks to secure a bit more your wireless network, before Pieter tackles how to protect a computer more generally.

First of all, when you are choosing the place where your Wi-Fi emitter should stand, try to adjust it rather to the center of your house than near the windows. Plan your waves deployment from a way that allows you to get them everywhere in the house but makes them stop near the windows. Indeed, if an access point is placed close to one of your house boundaries a stronger signal will be emitted on the outside, making your access point readily noticeable…
Next, enable the highest WEP security level available on your hardware. The WEP encryption provides a good first security and allows you to prevent infiltrations attempts of your home network. Nowadays, most of Wi-Fi devices can use a basic WEP encryption on 64 bits, but it could be disabled by default.
Then, modify your Service Set Identifier (SSID) and the default passwords of your network peripherals. A company which produces wireless access points and routers use similar SSID and passwords for each of their devices. So if you don’t change these default values, a malicious intruder should be able to infiltrate your network quite easily. And, as always, try to choose a password that is difficult to guess (a combination of capital and normal letters plus symbols. This combination should not reflect your name or your address).
There is another great tip to apply to make sure your home network is secured. If your access point is also a wireless router, think to affect static IP addresses to your Wi-Fi cards and to disable the DHCP. If you don’t dynamically affect IP addresses to the network clients, intruders will encounter difficulties to infiltrate your network.
Some access points allow you to control access based on the MAC address of the network adapter trying to associate with it (MAC for Media Access Control). If the media access control address of your adapter is not in the table of the access point, you will not associate with it. If your access point has this feature, enable it and add the MAC addresses of the network adapters you use.
The last tip I will give you is the simplest but also the one we ignore the most. It is apply the tricks I gave you.
Now I’m done! If you apply a combination of those pieces of advice, you can be pretty sure that no one among your neighborhood will ever be able to drain your connection at your expense. Or they just want to spend their day instead of learning their English lesson and to be proud in telling you “Hey guy, I cracked your WEP key, great isn’t it?”, but that’s another story.
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