Types de contenu MIME

Type Snbiype Deseription
Texnt Blain Unformated text; may be ASCIT or ISCr 5859
Enriched Provides greater format flemibility.
Multipam Miimed The different parts are independent but are 1o be tansmitted together. They should be
presented to the receiver in the order that they appear in the mail messags
Parallel Differs from Mixed only in that no crder is defined for delivering the paris to the receiver.
Alemmative The diffsrent parts are altermative versions of the same information. They are orderad in
mereasing faithfulness to the original, and the recipient's mail system should display the
"hest” version to the user
Dripest Sinular to Mixed, bt the default fype/subtype of each part 15 message/rfcd2l
hiessags rfc822 The aedy is its2lf an encapsnlated message that conforms to BFC 822,
Parnal Used o allow fragmeniation of large mail items, in a way that 15 ramsparent to the recipient.
Extemal-body Comtains a pointer 1o an object that exises elsewhere.
Imags jpeE The image is in JFEG format, JFIF encoding.
zif The image is in GIF format.
Video mpeE MPEG format.
Andio Basic Single-chanmel 8-bir IS0 mu-law encoding at 2 sample rate of 8 kHz
Applicaton PostScipt Adobe Postzeript
ootel-5iream Cemaral binary data consisting of 3-bit bvtes

Types de codage de transfert MIME

That
Sbit

binary

quoted-printable

basetd

x-token

The data are all represented by short lines of ASCII characters.

The lines are short, but there may be non-ASCII characters
(octets with the high-order bat set).

Not only may non-ASCII characters be present but the lines
are not necessarily short enough for SMTP transport.

Encodes the data 1n such a way that if the data bemng encoded
are mostly ASCII text, the encoded form of the data remains
largely recogmizable by humans.

Encodes data by mapping 0-bit blocks of mput to 8-bat blocks
of output, all of whach are printable ASCII characters.

A named nonstandard encoding.




Algorithmes cryptographiques utilisés dans SIMIME

Function Requirement

Create a message digest to be used in forming a | MUST support SHA-L.

digital signafure. Receiver SHOULD support MD5 for backward
compatibility.

Enerypt message digest to form digital Sending and recerving agents MUST support

signature. D55,
Sending agents SHOULD support RSA
encrypton.

Receiving agents SHOULD support venification
of RS A signatures with key sizes 512 bats to

1024 bats.
Enerypt session key for ransnussion with Sending and recerving agents MUST support
MEssage. Diffie-Hellman.

Sending agent SHOULD support ESA
encryption with key sizes 512 bits to 1024 bats.

Eecerving agent SHOULD support BESA

decrypton.
Enerypt message for fransnussion with one- Sending agents SHOULD support encryption
time session key. with mipleDES and RC2/40.

Receiving agents SHOULD support decryption
using tripleDES and MUST support decryption
with RC2/40.

Types de contenu S/IMIME

Type Subtype smime Parameter Description

Multipart Signed A clear-signed message in two parts:
one 1s the message and the other is
the signamire.

Appheation pkesT-nume signedData A sigmed S/MIME entity.
pkes7-mume envelopedData An enervpted S/MIME entity.
pkesT-mime degenerate signedData An entity contaiming cnly public-key
cernficates.

pkesT-signature — The content type of the signature
subpart of a multipart/signed
Iessage.

pkes10-muime - A certificate registration request

IMessage.




Classes des certificats Verisign

Smmmary of
Confirmation of Identity

IA Private Key Protection

Certificate Applicant and
Smhseriber Private Key
Protection

Applications implemented
or contemplated by

Users

persomal presence and ID
documents plus Class 2
antomated ID check for
mdividuals; business
records (or filings) for
organizations

hardware

prowectzd) reguired;
hardwars tokan
reconunended but not
Tequired

Clazz 1 Anromated nnanrbigwons PCA: gusrworthy hardware; | Encryprion software (FIN - | Web-browsing and
riame and E-mail address CA: '.l'.lE'.-":".:IJ'.h:l' E::.\fm'a:e proectad) :E:Em'.:&d. certain e-mail nsage
szarch or ustworthy hardwarns bt net requirad

Clazz 2 Same as Class 1, plus FCA and CA: mustworthyy | Emeryprion software (FIN | Individual and intra- and
antomated enrollmeant hardware procectad) reguired inter-company E-mail,
mformation check plus online subseriptions,
antomated address check password replacement, and

software validation
Clazz 3 Same as Class 1, plus FCA and CA: mustowrorihyy | Emeryprion software (FIN - | E-banking, corp. database

access, personal banking,
membership-bazed online
sarvioes, content egrty
SAIVIess, e-COMIMEToS
server, software validation:;
anthentication of LEAAS;
and strong encrvpiion for
CETTAIN BRIVErs

LA Lzzuing Anchority

CA
BCA
M

Certification Authority
VenSign poblic primary certification authomty
Barzomal Identification Mumber

LFEAA Local Begismation Authority Adminisoator




